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EPIC POPIA READING LIST  
by Elizabeth de Stadler 

1. IS POPIA COMING? 

1 April 2020 came and went, but no POPIA. Here is a blog about that:  

Here is a super-useful page on the Information Regulator’s website: It has every 

guideline, judgment, strategy and plan on it. This page has got all their media 

statements.  

2. BEFORE WE START, A BIT OF RISK MANAGEMENT 

Watch The Meg. Check out the Institute of Risk Management South Africa – they 

are great on LinkedIn. Here is their 2020 Risk Report (pre-COVID-19) and here is 

their COVID-19 page.  

We discussed a risk framework based on ISO 31000. ISO 27001 is a standard for 

information security management. Here is an article about both. Some people 

are not fans of these standards, so here is a critical analysis of the standard.  

Go play around on the McKinsey on Risk page. Their work on COVID-19 has also 

been great!  

When I find myself saying ‘not again!’ it means that I am in risk management 

groundhog day. I wish I came up with that myself, but alas. Here is an awesome 

guide to the questions you should ask to break the cycle and get to the root of 

the problem. It was drafted for information security risks but works well with other 

types of risks too. 

What does risk management have to do with POPIA? Everything! 

The best book I have read in the last decade is Factfulness: Then Reasons We’re 

Wrong About the World – and Why Things Are Better Than You Think by Hans 

Rosling. If you want to understand 2020, read Nicholas Taleb’s The Black Swan: 

The Impact of the Highly Improbable.  

3. YOU NEED TO KNOW ABOUT COMPLIANCE MANAGEMENT 

https://novcon.co.za/2020/02/25/popia-is-coming-look-busy/
https://www.justice.gov.za/inforeg/docs.html
https://www.justice.gov.za/inforeg/media.html
https://www.rottentomatoes.com/m/the_meg
https://www.irmsa.org.za/
https://www.linkedin.com/company/irmsa/
https://www.irmsa.org.za/page/2020_Risk_Report
https://www.irmsa.org.za/page/covid-19_noticeboard
https://www.isms.online/iso-27001/information-security-risk-management-explained/
https://www.researchgate.net/publication/270852873_Managing_risks_through_ISO_31000_A_critical_analysis
https://www.mckinsey.com/business-functions/risk/our-insights/mckinsey-on-risk/mckinsey-on-risk-number-8
https://www.mckinsey.com/featured-insights/coronavirus-leading-through-the-crisis
https://www.imdb.com/title/tt0107048/
https://www.risklens.com/infographic/risk-management-groundhog-day/
https://www.risklens.com/infographic/risk-management-groundhog-day/
https://novcon.co.za/2019/09/06/hacking-data-breaches-we-need-a-new-breed-of-compliance-officer/
https://www.goodreads.com/book/show/34890015-factfulness
https://www.goodreads.com/book/show/242472.The_Black_Swan
https://www.goodreads.com/book/show/242472.The_Black_Swan
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Compliance risk is one of the categories of risk – this is what compliance officers 

and sometimes in-house lawyers, must manage. One of the implications of 

POPIA is that information risk is now also part of compliance risk.  

The gold standard for compliance management is the Generally Accepted 

Compliance Practice framework.  

4. WHY IS POPIA COMPLIANCE IMPORTANT? 

We spoke about the cost of poor information management. Here is the article 

about ‘the rule of 10’.  

The International Association of Privacy Professionals is the best source of 

information for data protection. Here is an article about the Return on investment 

of mature privacy programmes. It refers to a study by CISCO called From Privacy 

to Profit: Achieving Positive Returns on Privacy Investments.  

That is the carrot, the stick is all the data breaches. Here is a beautiful 

infographic. Here is the IBM Cost of a Data Breach Report for 2019. USD3.9 million, 

yikes! Here is an excellent analysis of the Target data breach which is an 

excellent example.  

Boards are often swayed by what other organisations are worried about. The 

World Economic Forum does the Global Risk Report. Here is the 2020 edition.  

5. SO MANY DATA PROTECTION LAWS! 

There are 100s of data protection laws now. DLA Piper created a handbook of 

Data Protection Laws of the World. 

The IAPP is a good resource for this too.  

6. THINK YOU HAVEN’T BEEN HACKED? 

Check out whether you have been hacked on this website.  

For the super-geeks, this is where the word ‘pwned’ came from.  

7. WHAT IS PERSONAL INFORMATION? 

Never forget about information stored on paper. Here is that article on dumpster-

divers. Also, a good read if you want to work on the other side of the law. ☺ 

https://www.compliancesa.com/Resources
https://www.compliancesa.com/Resources
https://hbr.org/2016/07/assess-whether-you-have-a-data-quality-problem
https://iapp.org/
https://iapp.org/news/a/study-mature-privacy-programs-experience-higher-roi/
https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://databreachcalculator.mybluemix.net/?_ga=2.91618329.2092260144.1579186236-231610288.1579186236&cm_mc_uid=82896068666915649220363&cm_mc_sid_50200000=54316231579186240256&cm_mc_sid_52640000=57230081579186240258
https://www.thesslstore.com/blog/2013-target-data-breach-settled/
http://www3.weforum.org/docs/WEF_Global_Risk_Report_2020.pdf
https://www.dlapiperdataprotection.com/
https://iapp.org/
https://haveibeenpwned.com/
https://www.urbandictionary.com/define.php?term=pwned
http://www.nytimes.com/2003/12/21/magazine/dumpster-diving-for-your-identity.html
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8. WHO IS RESPONSIBLE? 

We mentioned the United Kingdom’s Information Commissioner’s Office a lot. 

They have an excellent guide to the GDPR. When it comes to accountability, the 

definitions of ‘data controller’ and ‘data processor’ is very close to the definitions 

of ‘responsible party’ and ‘operator’. Here is there guide and handy checklist.  

9. WHEN THE POPIA STRIKES THE FAN 

We spoke about the Equifax breach. Here and here are two articles in which 

their incident response was analysed.  

10. PERSONAL INFORMATION ASSESSMENTS 

POPIA requires ‘personal information assessments’ in the POPIA Regulations. 

Overseas they are called privacy impact assessments or data protection impact 

assessments. The CIO has a good guideline, but we really love the Privacy 

Impact Assessment toolkit created by UCISA. Just remember, POPIA always 

require personal information assessments. The GDPR only requires them in certain 

instances.  

11. MEET SHREDDY KRUGER 

Wanna see our murderous little shredder again. Here is the bloody video.  

12. OTHER SOURCES 

Here are the sources we use when we don’t have the answer: 

• IAPP 

• ICO 

• European Data Protection Board 

• European Data Protection Supervisor 

• Privacy International  

• Our own website and LinkedIn profile!  

Disclaimer: Just be careful! If POPIA’s wording is different you need to take that 

into account. The international sources may be less persuasive.   

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/key-definitions/controllers-and-processors/
https://www.wired.com/story/equifax-breach-no-excuse/
https://www.zdnet.com/article/equifax-freeze-your-account-site-is-also-vulnerable-to-hacking/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/what-is-a-dpia/
https://www.ucisa.ac.uk/en/Resources
https://www.ucisa.ac.uk/en/Resources
https://www.youtube.com/watch?v=GcXSVGqLe8g
https://iapp.org/
https://ico.org.uk/
https://edpb.europa.eu/edpb_en
https://edps.europa.eu/
https://privacyinternational.org/
https://novcon.co.za/
https://www.linkedin.com/company/novcon/?viewAsMember=true
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